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DRIVING DATA FORWARD

North America’s most advanced provider of custom
data intelligence solutions to drive your business forward.

£I:DenviD

Trust No One

The Problem

Our technologies protect Government
and Enterprise against the risk of data
loss due to unauthorized system access
and privacy non-compliance.

There's not a good solution for PIV and CAC that eliminates the need for an external card reader,

validates the identity of mobile users, and also exceeds NIST and DISA security standards... until now.

The Solution: Zl:DenviD

SECURE PROCESSES EXCELLENT
AND TECHNOLOGY USABILITY
e Architected based on NIST ¢ Android and iOS-compatible.

SP 800-157. .

o Patent Pending High Security Smart
Card technology that eliminates
the possibility of brute force o
attacks — including dictionary attacks.

e Configurable user
re-authentication triggers .
and credential validity periods.

Enables the detection and
prevention of multiple sign-in
attempts.

Support for both multiple user
credentials per mobile device
and multiple user devices.

Supports nhative, MDM/EMM and
custom Apps, with APIs available
for mobile App development.

Operates in both online
and offline mode.

Self-service: no security officer
required to facilitate issuance
of derived credentials.
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SEAMLESS FLEXIBLE
DEPLOYMENT SOLUTION
e Eliminates the need for ¢ Automated credential

an external reader currently
required to authenticate
with a CAC or PIV card.

Deploys and scales simply

and seamlessly.

Integrates with leading MDM .
and EMM providers.

Accredited infrastructures already
deployed and available to both .
DOD and civilian government.

Level of Assurance 3 (LOA3).

lifecycle management.

Designed to integrate
with existing Certificate
Authorities on the
Federal Bridge.

Actively functions with
multiple Certificate
Authorities.

More cost-effective
than other derived
credentials technologies.
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MOBILE APP SERVICE PROVIDER
(RELYING PARTY)

Authenticate with
o derived credential

Secure tunnel Launch Mobile App
created 1 o

Features

FULL AUTHORITY TO OPERATE
GOVERNMENT CONTRACT VEHICLES

For more information, visit
routel.com/government-data-security/
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How DeriviD Works

When security means everything DerivID is the ideal
solution for validating the identity of government
employees, active duty personnel, and contractors who need
to access networks, utilize applications, digitally sign
documents, and more. Part of the Routel suite of patented
security solutions, DerivID leverages deployed and fully
accredited infrastructures (DEFIMNET for Government).

Who We Work With

Routel works with many in Government and Enterprise

including the Pentagon and the Military.

Contact Us for a Free Trial

Routel is the parent company of operating subsidiaries Route 1 Security
Corporation, Group Mobile Int'l, LLC & PCS Mobile. Such subsidiaries,

as applicable, continue as valid parties to all agreements.

a Credential Request :

Credential Provided

E to DerivID Crypto Path a

DERIVID VIRTUAL
SMART CARD
DeriviD

Qur expertise
s data.

While you focus on your expertise, we focus
on ours: data intelligence. Together, we can
build the map that puts you on the road to
long term, sustainable advantages that will
result in a stronger, more secure, and highly
efficient organization.

24/7 Customer Care

No one treats their customers better than
Routel. We understand that in your line of
work, seconds matter. Our customer support
team is there for you with the answers you
need when you need them.

%] LOCATIONS:
ARIZONA | COLORADO | FLORIDA | OHIO | TENNESSEE
VIRGINIA | ONTARIO



