
   Remotely launched C2PC and 
generated reports successfully.

I T  1 . 0 4  
DEFense Identity Management NETwork and 
Identity Based Access Device - Common Access Card 
1. IMPROVE COALITION AND JOINT C4ISR ARCHITECTURE • 

ASSESSMEMT RESULTS: 
DEFIMNET IBAD/ IBAD-C oper-
ated on the HS/HD and CTF do-
mains and received a Warfighter, 
Technical/Interoperability, and an 
Information Assurance (IA) as-
sessment. 
DEFIMNET IBAD/ IBAD-C suc-
cessfully demonstrated Objec-
tive 1. 
 Provided deployed users an 
effective secure communications 
device for full access to impor-
tant documents and crucial data 
from a host computer. 
 Operators successfully logged 
onto a host machine from a re-
mote machine using the CAC 
credentials and worked as if they 
were located at the host ma-
chine. Operators used email and 
other standard desktop applica-
tions, logged into Adobe Connect 

SPONSOR: 
USNORTHCOM 

LOCATIONS: 
USEUCOM 
USNORTHCOM 
NSWC Dahlgren 
SPAWAR 
ESC Hanscom 
Canada 

PARTNERS: 
None 

TRIAL OVERVIEW:  MobiKEY IBAD provides portable, high assurance remote access to C4ISR systems and information 
from anywhere. Secure communication capabilities were powered by DEFIMNET, a fault-tolerant, highly scalable identity/ 
entitlement management infrastructure designed to deter infiltration and penetration of adversarial reconnaissance, surveil
lance, and information operations. IBAD’s compact form-factor provides portability, eliminating the need for field personnel 
to carry laptops that could potentially land in enemy hands. IBAD-C, designed to accept DoD-sanctioned Common Access 
Cards (CAC), extended authentication to include Windows. Employing existing battlefield or naval networks for connectiv

-

ity, MobiKEY IBAD or IBAD-C provided secure reachback to command and control decision makers. 

sessions, and used functions like 
chat and document retrieval and 
sharing.


   Maintained a good IA security 
posture. No vulnerabilities found.


R o u t e 1  I n c .  -  C W I D  2 0 0 8  F i n a l  R e p o r t  O v e r v i e w

In June 2008, Route1 participated in the 2008 Coalition Warrior Interoperability Demonstration (CWID) - a Joint Chiefs of Staff-directed annual event that 
engages cutting-edge information technology focused on criteria defined by combatant commanders. Technologies are approved for participation because 
they address a new information sharing capability or might improve an existing capability in support of articulated demonstration objectives released as a 
Federal Business Opportunity (FBO) (www.fedbizopps.gov).

The demonstration evaluates technologies and capabilities for exchanging information among coalition partners, military services, government agencies, 
first responders and U.S. combatant commanders. Information sharing technologies leverage decision-making and operational flexibility on the battlefield 
and during crisis response on the home front.

The objectives of CWID 2008 were to:

 1. Improve coalition and joint C4ISR architecture 
 2. Improve information sharing across the full range of military operations 
 3. Enhance cross-domain and multiple security level information exchange tools 
 4. Enhance integrated logistics planning tools 
 5. Enhance government agency interoperability 

Route1 demonstrated its Identity-Based Access Device and DEFense Identity Management NETwork (IBAD / DEFIMNET) in trial 1.04 to satisfy objective 1 
of CWID 2008, to improve coalition and joint C4ISR architecture.

Below is a segment taken from page 25 of the CWID 2008 Final Report that identifies the trial overview and assessment results of Route1’s DEFense 
Identity Management NETwork and Identity Based Access Device - Common Access Card.

A b o u t  R o u t e 1

Route1 delivers award-winning security and identity management solutions to customers world-wide. These solutions provide universal, secure access to all 
digital resources and sensitive data. At the heart of Route1's solutions is MobiNET, a communications and service delivery platform focused on identity 
management and entitlement-based access to resources. Route1's patent-pending solutions are based on FIPS-140-2 cryptographic modules, and simplify 
the process of meeting increasingly stringent regulatory requirements around privacy and security. Headquartered in Toronto, Route1 is listed on the TSX 
Venture Exchange (symbol: ROI). For more information, visit www.route1.com.


